Installation of a Stand-alone Bootable Linux Build on a USB
(Use as a Daily Drive or Rescue Disk)

The problem with the bootloader on UEFI systems

The one major problem with the setup is bootloader installation on UEFI systems.

A system can only have one active ESP partition at a time and this causes issues.

While installing Linux, even if you choose the USB as the destination for the bootloader, the existing ESP
partition is still used for placing the EFlI file for the new distribution.

Installation type

/

'dev/nvmeOn1

free space 2MB
/dev/nvmeOnip1 fat32 314MB 33MB
/dev/nvmeOn1p2 ext4 246287 MB 16712 MB Debian GNU/Linux 11 (bullseye)
/dev/nvmeOn1p3 swap 9448 MB  unknown
free space 7MB
¢ New Partition Table... Revert
Device for boot loader installation:
/dev/sda SanDisk Extreme SSD (500.1 GB) v
Quit Back Install Now
L3
00000 CC

Even if you choose to install bootloader on the external USB, it doesn’t work if hard disk already has an ESP
partition.

This means that the Linux installed on the external USB will be the last to update and control the bootloader.
This may create several problems:

e The system you used for installing Linux on USB may not boot and end up with a grub error if you don’t
have the Linux USB plugged in.

e The Linux USB you created won’t boot on other systems because its EFI files are on the ESP partitions of
the system which was used to install Linux on the USB.

As aresult the USB won’t boot as expected and additional steps are needed to allow the USB to boot as
required.

Things to know before installing Linux on a USB

INSTALL

UBUNTU ON
EXTERNAL USB

NOT LIVE, BUT FULL INSTLLATION
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The solution or workaround to the bootloader problem is that you do not let the installer know that there is
already an ESP partition.

The first step is to remove the ESP flag from the ESP partition before installing Linux on the USB and put it back
after installation. This way, you fool the Ubuntu installer into thinking that there is no existing ESP partition and
it will create and use a new ESP partition on the USB. The original ESP partition on the hard disk is untouched.

Things to note:

You’ll need two USB keys. One for live USB and another one where Linux will be installed (Linux To Go).

Use a USB of at least 4 GB for the live system and at least a 32 GB USB for the stand-alone Linux USB,
Linux To Go. It is not a bad idea to ensure that the stand-alone USB is not partitioned and is blank.

Using USB 3.0 is highly recommend for both live USB and the actual Linux To Go USB. USB 2.0 will
work but will be significantly slower for both installing and using Linux.

Even if you use USB 3, installing Linux will be multiple fold slower than normal Ubuntu installation. Have
patience and time to spare.

Using a Linux system from USB will always be slower than actual hard disk or SSD.

When you want to use the Linux USB on a system, you’ll have to go to the UEFI boot settings to boot
from the USB (unless the system is set to boot from USB by default).

o Ifyou have decided to turn secure boot off there are no further consequences

o If secure bootis on, then the Linux To Go USB you build will require that you enrol the build with
a Machine Owner’s Key (MOK) as part of the first boot once it has been built, if you have decided
to compromise the signed state of the software in some way (typically by using third-party
software in the build). As part of this you will be required to enter a password, which you will
need exactly once only during the first boot to validate the MOK. If you forget the password, you
will need to repeat the build process.

Installing complete Ubuntu on a flash drive

The steps are:

1.

Create a live Ubuntu USB

Use the live USB to install Ubuntu on another USB by removing ESP partition flags
before and after the installation

Using the Ubuntu USB on various systems

Getting your USBs back in normal condition

Part 1: Create a live Ubuntu USB

Without all the detail the process is:
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Go to Ubuntu’s website and download a current Ubuntu release of your choice.

There are several tools available for writing the ISO image to the USB. If you are running Windows Rufus is a
good choice, alternately you may use Etcher which is available for Linux, Windows and macOS.

For Etcher: Plug in your smaller capacity USB. Run Etcher and browse to the downloaded ISO and USB

Etcher

Select image

.” balenaEicher g balena

Then hit the flash button. The install USB will be built. A separate document exists for using Rufus.

When you have created the live USB, it’s time to use it to install Ubuntu on the other Linux To Go USB.

Part 2: Installing Ubuntu on the USB

Go to the target PC where you are going to do the build. Plug both of the USB to that PC. You have to boot from
this live install USB now and for that you’ll have to access the boot settings.

Step 1: Boot from live USB

Plug in both USBs to your system and restart it. While the system is booting and it shows the manufacturer’s
logo, press the keys which give access to the BIOS/UEFI settings. Different manufacturers set different keys for
accessing the BIOS settings. You will find this information in the PC documentation or on-line.

Note: Some systems won’t allow booting from live USB if secure boot s on. If that’s the case, disable secure
boot first.

The screens below are from a Dell system and the boot settings showed this screen. Debian is installed on this
system. What you will see depends on the make and model of your PC and what is installed on it.

poot mode is set to! UEFI:; Secu

UEFI BOOT: o=
'
UEFI: SanDisk, Partition 1
OTHER DOPTIONS:

BIDS Setup

BIDS Flash Update
Diagnostics

Change Boot Mode Settings
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Select the Install USB as the boot source, the allow the system to reboot. It will boot from the Boot USB. And
the Linux install process will start.

When you are in the live session, go with “Try Ubuntu” option:

Try Ubuntu Install Ubuntu

Lietuviskai
Magyar
Nederlands
Norsk bokmal
Norsk nynorsk
Polski

nrtun You may wish to read the

Counterintuitively, click the Try Ubuntu option here
Step 2: Disable ESP flags from the ESP partition

Press the Windows key and type GParted. This will open the GParted partition manager which is (usually)
already present on the Ubuntu ISO.

GParted

Start GParted in Ubuntu by double clicking it.

If it is not found, connect to the internet, and download it with the Ubuntu Software application. Alternately
open a terminal, run sudo apt update and then install GParted on Ubuntu. You will need the Internet for this
process.

GParted will show all of the disks and the associated partitions on the system. This could be confusing as it is
specific to your computer and only general information can be given.

The size of the disks will be helpful in enabling you to tell which disk is which. It is important to minimise the
number of disks connected to the computer as this will reduce the confusion, so as a first step unplug any USB
other than the two you need for this process. In the case of a laptop any additional SSD or hard drives are
unlikely, but they may be present in a desktop or other well-equipped PC.

Take note of the drives and make sure you can identify them. In this case the disk of interest is likely to be the
first one, disk0, probably sda.
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Linux does not name drives like Windows does. Instead, it sees each disk as a device like /dev/sda or /dev/sdb
in a tree. Each partition is a number associated with the device. For example, the first partition on sda is

sdaland so on. So you will see something like this

r ) |
/dev/sda - GParted - o X "
GParted Edit View Device Partition Help 9/
@ /dev/sda (11928 GiB)
@ /dev/sdb  (239.02GiB)
Jdev/sda3 /[ S—
56.64 GiB 60.63 GiB
/dev/sda1. EFIsystem partition [ | fat32 /boot/efi SYSTEM 1000.00 MiB  50.80 MiB 949]
/dev/sda2 @ Microsoft reserved partition [l unknown 16.00 MiB -
/dev/sda3“. Basic data partition ntfs /media/fre... Windows  56.64GiB 33.01GiB 23
/dev/sdaa @ ntfs Recovery 1000.00 MiB 681.59 MiB 318]
/dev/sda5 L [ | exta /, fvarfsnap... 60.63GiB  14.34GiB  4¢

0 operations pending

Click here to list the
drives installed, in
this case there are
two.

sda is the system
disk (disk0), a 120GB
SSD.

sdbis a USB key, in
this case larger than
the SSD at 256GB.

By looking at the list
of drives you will be
able to determine
which is the system
disk, which is the
install USB and which
is the target stand-
alone USB

The system drive of a dual boot PC is shown here. Each of the partitions on disk are shown. In this case there
are 5 of them numbered 1 to 5. The first (sda1) is the EFI system partition where the bootloaders are stored.

sda2 is the Microsoft reserved partition, leave this alone under all circumstances. sda3 is the NTFS Windows
partition. sda4 is the NTFS Windows recovery partition. sda5 is the ext4 Linux partition.

It is the EFI partition that is of interest.
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In GParted, make sure that you have selected the system’s disk. Look for the partition of around 100-1000 MB in
size and flagged as esp. Right click on this partition and select ‘Manage Flags’:

Jacv/nvmeOn1 - GParted
GParted Edit View Device Partition Help

® =i | [®) /dev/nvmeon1 (238.47 GiB) ~

/dev/nvmeOnip2
229.37GiB
unallocated unallocated

/dev/nvmeOn1p1 8 as 1 i 4.02 MiB 295.98 MiB boot, esp
/dev/nvmeonip2 [l 37GiB 14.20GiB 215.18GiB
/dev/nvmeon1p3 [l 1ij © Delete “ BoGiB 0.008 8.80GiB swap

unallocated uni 2l Resize/Move lomis - -
Copy t

%3 Format to

Name Partition

Manage Flags | ? o

0 operations pending Check
Label File System

New UUID

@ information

Reset flags for the esp partition by selecting the Manage Flags option.

It should show esp and boot flags. If there are more flags set, take a screenshot (or a photograph) to revert to
the same set of flags after the installation is complete.

Manage flags on /dev/nvmeOnip1 X

Manage flags on /dev/nvmeOnip1 X

#|Manage flags on /dev/nvmeOn1p1 "8 Manage flags on /dev/nvmeOn1p1

atvrecv

atvrecv

bios_grub bios_grub
boot boot
e chromeos_kernel chromeos_kernel
> diag i diag
parey 7, <P @y ]
& ™ hidden 8BS hidden

hp-service
irst
legacy_boot
lvm

hp-service
irst
legacy_boot
lvm

msftdata msftdata

msftres msftres
prep prep
raid raid
swap swap
Close
3 —

Remove esp flag from the ESP partition

Deselecting the flags usually adds a msftdata flag and you can leave it like that. Changes take effect
immediately.
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/dev/nvmeOn1 - GParted - 0O &
GParted Edit View Device Partition Help

s Q k I'(E]/dev/nvmeom (238.47GiB) v

/dev/nvmeOnip2

229.37GiB |
unallocated ‘unallocated 2.00 MiB - — ‘
/dev/nvmeOnip1 B fat32 NO_LABEL 300.00 MiB 4.02MiB 295.98 MiB msftdata
/dev/nvmeonip2 [l ext4 229.37GiB 14.20GiB 215.18GiB
/dev/nvmeonip3 [l linux-swap 8.80GiB 0.008 8.80GiB swap
unallocated M unallocated 7.20 MiB - —

esp flags are now removed from the esp partition and it does not show as boot. Note that in this state your
computer is disabled for booting as there is nowhere to boot from that the computer can find. You must
remember to reverse this step later.

Great! Now your live system does not see the esp partition and thus the existing boot settings of the computer.
Now is the time to start installing Ubuntu on the other USB.

Step 3: Installing Ubuntu on the other USB

Make sure that you have plugged in the other, bigger-capacity USB as well. Double click on the install Ubuntu
icon on the desktop. The Icon may appear somewhere else and the window may have a different appearance.

Activities

9

ubuntu

4%
R4
Install Ubuntu
20.04.3LTS

The Ubuntu installation will start.

https://itsfoss.com/intsall-ubuntu-on-usb/ Page 7/17



https://itsfoss.com/intsall-ubuntu-on-usb/

Installation of a Stand-alone Bootable Linux Build on a USB
(Use as a Daily Drive or Rescue Disk)

You can go through the first few steps of choosing the keyboard layout and language. You are not repeating
steps here, you are setting up the configuration of the install to the Linux To Go USB.

Install

Welcome

Espanol
Esperanto

You may wish to read the release notes or update this installer.

Euskara
Frangais
Gaeilge
Galego
Hrvatski
Islenska
Italiano

Kurdi
Latviski

| Conthnue

Choose your language / Choose keyboard layout

Be aware that installing on the USB, especially USB 2, will be quite a bit slower than onto an SSD. For this
reason, the minimalinstall is a good choice, which comes with a browser and essential utilities but won’t
include office software, media players etc. You can install them later if you find they are needed.

Using Minimal Installation means copying less files on the USB and this will reduce the installation time.
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The next step is to choose the install type. A minimal install is recommended. The Linux USB To Go is not
intended to be much more than a resetie tool and the full install is not required. It will also speed the install up.

Install x

Select this option to download updates
during the install. Note that this requires
an Internet connection

Updates and other softwate

If you elected (or are forced) to install

[F oo upistes wie etaling oot | third party software check this box. Be

This saves time after installation. . - -
Wm—panysoftwarefor graphics and Wi-Fi hardware and additional media formatsl awa re thls WI"" add Steps to the InStall

This software is subject ko license terms included with its documentation. Some is proprietary. H H i

as your installis no longer sighed
Installing third-party drivers requires configuring Secure Boot. To do this, you need to choose a security key now, and enter it when the system restarts. Learn more... y g g
& ConmTESE
Choose a password: | 00000808 Good
L i If you chose Secure Boot then enter and
Confirm your password:l sssesene |°

repeat that password. Note that
it Bock password down, you will need it later.

eeeec 0O If you do not want Secure Boot then
untick Configure Secure Boot

The password you enter here is not the user level password you will be asked for later. This password allows you
to enrol a security key called the MOK (Machine Owner’s Key) as the validity of the install is lost by installing
uncertified third-party software. As you go through the first boot you must certify the software, by using this
password, exactly once.

Selecting minimal install will reduce the installation time. Itis likely best to avoid third party software as well if
you can. Some specific hardware configurations are not supported by generic drivers, and in that case third-
party drivers may be the only solution. Using standard drivers will give the build the best chance of the running
on a range of different hardware. Click Continue.

On the next screen, select Something Else:

Install
Installation type

This computer currently has Debian GNU/Linux 11 (bullseye) of What would you like to do?

Install Ubunt
Documents, mus

© something else
You can create of resize

/

Something else option will let you access the disks and partitions, as the install wanted is not standard.
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On the ‘Installation type’ screen, you can see all the hard disk and the USB disks listed on the main interface.
You can see that the hard disk doesn’t show an ESP partition because the flags have been removed.

What you should make sure here is that you have selected the correct USB (the bigger one) the Linux To Go for
“Device for bootloader installation”. The case shown here uses a thunderbolt SSD here which is of 500 GB
capacity (bigger than the hard disk of the laptop), but your case will depend on what you have:

Install

Installation type

[] free space [ nvmeOn1p1 (fat32) nvmeOn1p2 (extd) M nvmeOn1p3 (linux-swap) [ free space

free space 2MB

/dev/nvmeonip1 fat32 314MB 33MB

/dev/nvmeOnip2 ext4 & 246287 MB 16712 MB Debian GNU/Linux 11 (bullseye)
/dev/nvmeOnip3 swap 9448MB  unknown

free space 7MB

r 4 New Partition Table. Revert

/dev/sda SanDisk Extreme SSD (500.1 GB)

Device For boot loader installation:

Install Now

Location of the bootloader should be the external stand-alone boot USB.

Now, select the bigger USB and delete any existing partition to make free space by clicking the — button so that
the USB is blank. (Having the USB already blank speeds this up).

Install

Installation type

free space 2MB

/dev/nvmeOnip1 fat32 314M8B 3imse

/dev/nvmeOn1p2 ext4 246287 MB 16712 MB Debian GNU/Linux 11 (bullseye)
/dev/nvmeOn1p3 swap 9448MB  unknown

free space 7MB

/dev/sda
free space [ 500107 MB

Revert
Device for boot loader installation:

/dev/sda SanDisk Extreme SSD (500.1 GB) ¥

Back Install Now

Create new partitions on the external USB where the Bootloader and the Linux OS will be installed.
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Make the first partition as ESP for the bootloader. 500MB is satisfactory for this case even though 1000MB is
usually recommended. Other bootloaders in this partition are unlikely.

Create partition x
[] free space ~
Size: 500 - 4+ MB
3 1
Type for the new partition: P
Fiee soace yp p O Primary < f—
/dev/nvmeOnip1 fz Logical
/dev/nvmeOn1p2 e} Location for the new partition: @ Beginning of this space ”‘H (bullseye)
/dev/nvmeOn1p3 s} End of this space
free space
Idev/sda - Us 35: EFI System Partition -

Cancel OK /

Select the remaining free space and create root with Ext4 filesystem. You could also create root, swap and
home folders, but keeping it simple will work.

Install

[ —— Create partition X
[ sdat (extq) O
|

Size: 499608 = M8
1

Jdev/nvmeOn1p2 €} Type for the new partition: @ Primary #x 11 (bullseye)
Jdev/nvmeOn1p3 s\ Logical

free space Location for the new partition: @) Beginning of this space /

/dev/sda

/dev/sdat o End of this space
ev/s

— Useas: Extijounalingfiessten R
Mount point: / - <—

Cancel Oi

Create a root partition with ext4 filesystem where the Linux system will actually load.
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Install

Installation type

[l free space [ nvmeOn1p1 (fat32) B nvmeOn1p2 (extd) M nvmeOn1p3 (linux-swap) L[ free space

/dev/nvmeOn1p2 ext4 246287 MB 16712 MB Debian GNU/Linux 11 (bullseye)
/dev/nvmeOn1p3 swap 9448MB  unknown
free space 7MB
Jdev/sda
/dev/sdal efi 499 MB unknown
Jdev/sda2 ext4 / 499606 MB unknown
New Partition Table.. Revert

Device for boot loader installation:

/dev/sda SanDisk Extreme SSD (500.1 GB)

Install Now

Double check the bootloader location which should be on the external Linux To Go USB drive
If it looks good then click the Install Now button and go through the usual timezone settings.

Install

Where are you?

Kolkata

Select the timezone applicable to you.
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You’ll be asked to create user and password to log into the system after it has loaded. You can elect to log in
without a password and for a rescue/emergency disk this could be acceptable.

Install

Who are you?

Your name: | abhishek

Your computer’s name: | jtsfoss

e name [t uses when it talks to other computers.

Pick a username: | abhishek

Chooseapassword: 990000000 Good password

Confirm your password: 90000000

Login automatically
© Require my password to login

Coumue

Set username and password if required.

After this, it is all a matter of waiting. If you have ever installed Ubuntu, you’ll surely feel that this installation is
slower than usual. The screens you see may differ as different software has different screens.

Welcome to Ubuntu

Fast and full of new features, the latest

version of Ubuntu makes computing easier @
than ever. Here are just a few cool new things

to look out for...

» Copying files...

Ubuntu installation is in progress. Be patient, you may leave and let the install progress if you like. For USB 2, 2
to 3 hours is not unusual.
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When the installation finishes, DO NOT RESTART right away. You have to reset the esp partition back to its
original state.

[

Installation Complete

Installation has finished. You can continue testing
Ubuntu now, but until you restart the computer, any
changes you make or documents you save will not be
preserved.

___—-’ Continue Testing Restart Now

Continue Testing using the live Ubuntu environment
Step 4: Re-enable ESP flags on the ESP partition

Start GParted once again. Select disk0 of your system and right click on its ESP partition which is now labelled
as msftdata, right click and choose Manage Flags. Select esp flag and it should also select boot flag
automatically.

GParted Edit View Device anage Flags on /de o0

& Q = Manage flags on /dev/nvmeOnip1 /dev/nvme0n1 (238.47 GiB) v
I atvrecv
‘ bios_grub /
‘ boot
h kernel
Partition File Syste ‘cj‘romeos_ e Unused Flags
13
e ) T =
hidden
/dev/nvmeonipz W besendcs ; 215.18GiB
/dev/nvmeontp3 <, [l linux o E 8.79GiB swap
unallocated M unall Sagwey it - -
lvm
msftdata
msftres
prep
raid
swap
Close
0 operations pending T —————

Set esp flags again and click Close
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Congratulations! You have successfully installed actual Ubuntu on a flash drive. You can now turn off the live
Ubuntu system.

< Wi-Fi Off
on

[@ 0:38 Remaining (68 %)

© settings

O Power Off / Log Out N

Restart or turn off the system now.

Q

What if you accidentally hit the restart button without resetting the ESP flags?

That’s bad but not too bad. Since your actual system does not have an ESP partition it won’t boot without the
external USB you just created. But no need to worry. You still have the live Ubuntu USB, right? Boot from it
again. Start GParted and enable the correct flag on the ESP partition of the disk.

Part 3: Using the Ubuntu USB on any system

The USB you just created can be used on any computer as long as it allows to boot from the USB. In other
words, the secure boot should be disabled.

The process is similar to how you booted from the install USB. You turn on the system; when the system
manufacturer’s logo is visible, press the keys required to access the boot settings and select the Linux To Go
USB to boot from. It may be displayed with either of the two names (or more perhaps).

Boot mode is set to: . .
UEFI; Securg Your system will appear differently.

UEFI BOOT: : Example system shown.

Debian
OTHER OPTIONS:
BIDS Setup
BIOS Flash Update
Diagnostics
Change Boot Mode Settings
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Booting Ubuntu on the external Linux To Go USB

If you lost the trusted status of the build and secure boot is turned on you will need to enrol the MOK using the
password you created in the build process exactly once. If you did not trigger the loss of validity you will not see
these steps even if secure boot is turned on and your machine will directly boot.

Steps related to the MOK are shown in blue. You will only have to do this once!

During the first time boot of the Operating System, you will be taken to the UEFI BIOS MOK Management
screen:

Press the v key until you get to Enroll MOK and then press ¢:

Continue boot
Enroll MOK
Enroll key trom disk
Enroll hash from disk

Press the ¥ key until you get to Continue and then press «:

| Uiew key 0 |

Continue
| —

If you are curious you can view the key before
you continue to enrol it

You will be asked, whether you want to enrol the keys. Press the ¥ key until you get to Yes and then press <:

™

Yes
| I |

Input the Machine Owner Key (Secure Boot Password) that you created when building the Linux To Go USB and
then press <. Note that the box does not display any characters or * as you type.

The password here is the one associated with the Secure Boot Page. It is not
your login password, although you may have set them to be the same
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If the password is accepted, you will not see any confirmation and instead just see this screen. Reboot should
be highlighted, press <:

Reboot

Enroll key from disk
Enroll hash from disk

If the Machine Owner Key does not match the Secure Boot Password you will be warned and be prompted to
input it again. If you have forgotten this password, go back and start at the beginning.

If successful you have enrolled the MOK and it will not trouble you further.
When you boot from the Ubuntu USB, you’ll see the familiar Grub screen and you can select Ubuntu to use it:
m

options for Ubuntu
Debian GNU/LInux 11 (bullseye) (on /dev/nvmeonipZ)

ftvanced options for Debian GNU/Linux 11 (bullseye) (om /dewimmednip)
UEFT Firmuare Settings

Grub menu of Ubuntu on the Linux To Go USB. The first option will boot to the Linux To Go USB

Part 4: Getting your USBs back in normal condition
Here’s the thing you have used two USBs: one for live Ubuntu and one for actual Ubuntu install.

If you want to use either of the USBs later for normal data transfer, you’ll have a difficult time formatting them.
When you create a live USB, it leaves the USB in a weird state and often operating systems cannot format it
directly.

GParted comes to the rescue once again. It is available for Linux, Windows and macOS. Download and install it
and use it to format the USB by deleting all the partitions on it and creating a new partition in NTFS or FAT32
format.

Conclusion

The neat trick of hiding the actual ESP partition from the Ubuntu installer is the key idea here. This is a better
solution than removing the hard disk or having a messed up boot.
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